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THE BIG IDEA

EVERYTHING | KNOW ABOUT IOT
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THE BIG IDEA

EVERYTHING | KNOW ABOUT I0OT SECURITY
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QUESTIONS?
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THE BIG IDEA

EVERYTHING | THINK SORT OF MAKES SENSE...

» |oT Ecosystem
» The Edge

» The Fog/Mist

» The Cloud
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THE BIG IDEA

WHAT IS THE BIG IDEA?
» Data | TECHNOLOGY |
General Motors Watches You Listen To
. Data The Radio
Alphabet’s ‘smart city’ idea sparks concerns over data use,
. Data sharing of profits
Simple Internet of Things (loT) in Healthcare

Market Set to Exhibit Momentous
Revenue Share at US $322.77 Billion
by 2025
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https://carbuzz.com/news/general-motors-watches-you-listen-to-the-radio
https://www.pressherald.com/2018/10/02/alphabets-smart-city-idea-sparks-concerns-over-data-use-sharing-of-profits/
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THE EDGE

HARDWARE

» Physical Ports JTAGulator Kit
Atk
» UATrt $170

» JTAG
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THE EDGE

FIRMWARE

> Vulnerabilities Firmware update program

» Conventional Update Firmware?

» Stored keys? 1.0.6 = 1.0.9

» Memory dump keys?

Cancel

» Updates ... or NOT
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THE EDGE

AUTHENTICATION

» SO00000 many things!

» Based mostly in HTTP

Authorization
Server (AS)

1 Obtains Token
i ‘% Delegates Uses Token
.

Resource
Owner (RO) Client Server (RS)

Resource
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THE EDGE

AUTHENTICATION

» Elliptic Curve Crypto?

» Blockchain?

PONDURANCE

1800

1350

900

450

B Transactions / Second

Bitcoin Ethereum PayPal VISA

THREAT HUNTING AND RESPONSE | SECURITY CONSULTING


https://blockchaindemo.io/

THE EDGE

PAYLOADS

# downloaded malware % of attacks
1 Backdoor.Linux.Mirai.c 15.97%
2 Trojan-Downloader.Linux.Hajime.a 5.89%
3 Trojan-Downloader.Linux.NyaDrop.b 3.34%
4 Backdoor.Linux.Mirai.b 2.72%
5 Backdoor.Linux.Mirai.ba 1.94%
6 Trojan-Downloader.Shell.Agent.p 0.38%
7 Trojan-Downloader.Shell. Agent.as 0.27%
8 Backdoor.Linux.Mirai.n 0.27%
9 Backdoor.Linux.Gafgyt.ba 0.24%
10 Backdoor.Linux.Gafgyt.af 0.20%

Top 10 malware downloaded onto infected loT device following a successful Telnet password crack
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https://threatpost.com/threatlist-malware-samples-targeting-iot-more-than-double-in-2018/137528/
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THE .. WHATEVER

OK BUT REALLY

» The Edge

» The Fog

» The Mist

» The Cloud

PONDURANCE

Cloud Computin

+ SaaS
« Big Data Analytics
» Scalability \

. Resouce Pooling.
» Elastic Compute
» Secure Access

Real-Time Control & HA ™ |aa$ and PaaS
Data Ownership Protection
Secure Multi-Cloud interworking

Edge Computing Foa Comoutin

* Dedicated /" Management

THREAT HUNTING AND RESPONSE | SECURITY CONSULTING


https://medium.com/@YogeshMalik/fog-computing-edge-computing-mist-computing-cloud-computing-fluid-computing-ed965617d8f3

THE .. WHATEVER

COMPONENTS

» Networking
» Messaging

» Data
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THE .. WHATEVER

NETWORKING

» Which part?
» User -> Stand Alone Device?
» User -> Cloud Connected Device?
» User -> Hub?
» Device -> Hub?
» Hub -> Cloud?
» User -> Cloud?
» Device -> Device?

» Device -> Cloud?
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THE .. WHATEVER

DNS REBINDING

» Same Origin Policy
» bad.js

» CVEsS? You bet
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-11315)
http://rebind.network/safe/index.html

THE .. WHATEVER

DNS REBINDING
87% o s
» Vulns Everywhere! - Dell 14 million

and access points Extreme
Netgear

(o) Apple o
78/" Ui 51 million

players/speakers Sonos

77% 124 million

of IP phones

Polycom

o Axis Communications

75% 160 milli
Sony | | O n

of IP cameras ]

Vivotek

Hewlett Packard

66% . Tob million

of printers Lexmark
Xerox
570/ Roku-integrated .
o 231 million
of smart TVs Vizio :
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https://www.armis.com/dns-rebinding-exposes-half-a-billion-iot-devices-in-the-enterprise/

THE .. WHATEVER

SECURE NETWORKING?
» Heavy Use of HTTPS
» Authentication? E ?

o
» FIDO Alliance 8

Ll

3

g

Poor Easy
PONDURANCE THREAT HUNTING AND RESPONSE | SECURITY CONSULTING



THE .. WHATEVER

MESSAGING (QUEUES)

» RabbitMQ

» Complex setup

» Basic security

authorization {

» nats.io users =
{user: alice, password: foo}
» Auth {user: bob, password: bar}

]
» TLS }
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https://www.rabbitmq.com/ssl.html
http://nats.io

THE .. WHATEVER

MESSAGING MQTT

Subscriber

Publisher

Virtual channel

Topic Subscriber
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THE .. WHATEVER

MESSAGING (MQTT)

» Anything interesting on a public broker?

¥ SHooan a
» SH ODAN #% Exploits #% Maps

TOTAL RESULTS 138.68.81.191

7777777777777777777777777777777777777777777777777777777 Digital Ocean

BE United States, New York
Details

» C2 through MQTT

United States 9,617
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THE .. WHATEVER

SECURING MQTT

» Enterprise Solution (HiveMQ)
» 3rd party broker

1. MQTT Connect(“reader 1”, “reader pwd”)

1. MQTT Connect(“sensorID”, “sensor pwd")
2. MQTT Subscribe(“temperature”)

(
MQTT Broker "

‘}é . N ’ I

_ moSch y
2. MQTT Publish(“temperature”, {T=10C}) r 3. MQTT OnMessage(“temperature”,
{T=10C})
Authenticate Device Profile
(usr/pwd) (e.g. topics)

Vs AuthO
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THE .. WHATEVER

WEB INTERFACES

» Basic Vulnerabilities

» Custom HTTP servers ...

HI, THIS 1S OH, DEAR - DID HE
YOUR SONS SCHOOL. |  BREAK SOMETHING?
VERE HAVING SOME

COMPUTER TROUBLE. | "N A WAY

\%m

PONDURANCE

%4

but why?
DID YOU REALLY WELL, WEVE LOST THIS
NAME YOUR SON YEARS STUDENT RECORDS.
Robert'); DROP T HOPE YOURE HAPPY.
TABLE Students; -~ 7 \l‘
{ AND T HOPE
~OH. YES. UTIE < YOUVE LEARNED
BOBBY TABLES, L TOSANMIZE YOUR
WE CALL HIM. DATARASE INPUTS.
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THE .. WHATEVER

Databases

» Mongo

# TYPE DATABASE USER ADDRESS METHOD

# "local" is for Unix domain socket connections only
local all all
# IPv4 local connections:
host all all 127.8.8.1/32 trust
» )
P O St g re S # IPv6 local connections:
host all all 1:1/128 trust

# Allow replication connections from localhost, by a user with the

# replication privilege.

local replication all trust
host replication all 127.8.8.1/3 trust
host replication all ::1/128 trust

host all all all trust

pg_hba.conf
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https://docs.mongodb.com/manual/administration/security-checklist/
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THE DATA

SECURING THE DATA

» Make No Mistake ... | do mean PRIVACY

» |s perimeter security dead?

PONDURANCE

UNTING AND RESPONSE | SECURITY CO

NSULTIN



THE DATA

SECURING THE DATA
» Cameras | | |
United States [
Japan —_
Italy -_
» France -_
UK —-

0 1500 3000 4500 6000
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THE DATA

SECURING THE DATA

» Cars and Cities?

| TECHNOLOGY |

General Motors Watches You Listen To
The Radio

Alphabet’s ‘smart city’ idea sparks concerns over data use,
sharing of profits
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https://carbuzz.com/news/general-motors-watches-you-listen-to-the-radio
https://www.pressherald.com/2018/10/02/alphabets-smart-city-idea-sparks-concerns-over-data-use-sharing-of-profits/

THE DATA

SECURING THE DATA

» Wearable Medical Devices

“Frankly, | don’t give a damn if someone wants to change their heart rate data.”
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THE DATA

SECURING THE DATA

» Mobile/Automated Drs.
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THE DATA

SECURING THE DATA

» Medical Data Everywhere

. Healthcare loT market will witness
FDA Approves Blockchain/IoT  massive growth due to Rising investments

Pilot to Track Specialty for implementation of loT solutions in the
Prescription Drugs Across 3 us.
States R

8 Amazing Software Medical Devices Reshaping the
Healthcare Industry In 2019

Internet of Things (loT) in Healthcare
Market Set to Exhibit Momentous
Revenue Share at US $322.77 Billion
by 2025
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THE DATA

SECURING THE DATA

COMES GREAT IIESI’IINSIBI[ITY

memegeneratorinet
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QUESTIONS?
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