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EVERYTHING I KNOW ABOUT IOT SECURITY

THE BIG IDEA
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EVERYTHING I THINK SORT OF MAKES SENSE…

THE BIG IDEA

» IoT Ecosystem 

» The Edge 

» The Fog/Mist 

» The Cloud
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WHAT IS THE BIG IDEA?

THE BIG IDEA

» Data 

» Data 

» Data 

» Simple

https://carbuzz.com/news/general-motors-watches-you-listen-to-the-radio
https://www.pressherald.com/2018/10/02/alphabets-smart-city-idea-sparks-concerns-over-data-use-sharing-of-profits/
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HARDWARE

THE EDGE

» Physical Ports 

» uArt 

» JTAG
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FIRMWARE

THE EDGE

» Vulnerabilities 

» Conventional 

» Stored keys? 

» Memory dump keys?  

» Updates … or NOT
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AUTHENTICATION

THE EDGE

» Sooooo many things!  

» Based mostly in HTTP
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AUTHENTICATION

THE EDGE

» Elliptic Curve Crypto? 

» Blockchain?
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https://blockchaindemo.io/
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PAYLOADS

THE EDGE

https://threatpost.com/threatlist-malware-samples-targeting-iot-more-than-double-in-2018/137528/
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04 | SECURING THE MIST, OR FOG, OR WHATEVER
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OK BUT REALLY

THE … WHATEVER

» The Edge 

» The Fog 

» The Mist 

» The Cloud

https://medium.com/@YogeshMalik/fog-computing-edge-computing-mist-computing-cloud-computing-fluid-computing-ed965617d8f3
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COMPONENTS

THE … WHATEVER

» Networking 

» Messaging  

» Data
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NETWORKING

THE … WHATEVER

» Which part? 

» User -> Stand Alone Device? 

» User -> Cloud Connected Device? 

» User -> Hub? 

» Device -> Hub? 

» Hub -> Cloud? 

» User -> Cloud? 

» Device -> Device? 

» Device -> Cloud?
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DNS REBINDING

THE … WHATEVER

» Same Origin Policy 

» bad.js 

» CVEs? You bet

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-11315)
http://rebind.network/safe/index.html
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DNS REBINDING

THE … WHATEVER

» Vulns Everywhere!

https://www.armis.com/dns-rebinding-exposes-half-a-billion-iot-devices-in-the-enterprise/
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SECURE NETWORKING?

THE … WHATEVER

» Heavy Use of HTTPS 

» Authentication? 

» FIDO Alliance
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MESSAGING (QUEUES)

THE … WHATEVER

» RabbitMQ 

» Complex setup 

» Basic security 
 

» nats.io 

» Auth 

» TLS

https://www.rabbitmq.com/ssl.html
http://nats.io
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MESSAGING MQTT

THE … WHATEVER
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MESSAGING (MQTT)

THE … WHATEVER

» Anything interesting on a public broker? 

» SHODAN 

» C2 through MQTT
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SECURING MQTT

THE … WHATEVER

» Enterprise Solution (HiveMQ) 

» 3rd party broker
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WEB INTERFACES

THE … WHATEVER

» Basic Vulnerabilities 

» Custom HTTP servers … but why?
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Databases

THE … WHATEVER

» Mongo  

» Postgres

pg_hba.conf

https://docs.mongodb.com/manual/administration/security-checklist/
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05 | SECURING THE DATA
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SECURING THE DATA

THE DATA

» Make No Mistake … I do mean PRIVACY 

» Is perimeter security dead?
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SECURING THE DATA

THE DATA

» Cameras
United States
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France

UK
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SECURING THE DATA

THE DATA

» Cars and Cities?

https://carbuzz.com/news/general-motors-watches-you-listen-to-the-radio
https://www.pressherald.com/2018/10/02/alphabets-smart-city-idea-sparks-concerns-over-data-use-sharing-of-profits/
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SECURING THE DATA

THE DATA

» Wearable Medical Devices

“Frankly, I don’t give a damn if someone wants to change their heart rate data.”
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SECURING THE DATA

THE DATA

» Mobile/Automated Drs.
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SECURING THE DATA

THE DATA

» Medical Data Everywhere
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SECURING THE DATA

THE DATA



QUESTIONS?  
THANK YOU.
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