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Stephen Reynolds is a partner in Ice Miller's Litigation 

Group, member of the Data Security and Privacy Practice 

and of the Firm's Board of Directors. Stephen frequently 

advises clients on complex matters involving data security 

and privacy laws and serves on the board of directors of 

the International Association of Privacy Professionals 

(IAPP).

Stephen has assisted companies of all sizes—ranging 

from Fortune 50 to small businesses—in responding to 

cybersecurity incidents, including ransomware attacks, 

fund transfer fraud, data breaches, and business email 

compromise matters. Additionally, he actively represents 

companies in data security and privacy matters and has 

litigated through trial multiple other matters—such as 

products liability cases, construction litigation, trade 

secrets litigation, and general commercial litigation.

He is a Certified Information Privacy Professional 

(CIPP/US). In addition to being a Certified Information 

Systems Security Professional (CISSP), Stephen teaches 

CISSP classes as a Direct Instructor with the (ISC)².
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Tiffany Kim is an attorney in Ice Miller’s Litigation and Data 

Security and Privacy Practice Groups. Her background as 

a former homeland security planner and tactical 

communications operator with the U.S. Marine Corps give 

her a unique perspective when advising clients on 

cybersecurity matters.

Tiffany advises clients on compliance with state, federal 

and international data protection laws including data 

breach notification laws, the California Consumer Privacy 

Act (CCPA), HIPAA and the European Union General Data 

Protection Regulation (GDPR). She is a member of the 

International Association of Privacy Professionals (IAPP) 

and is a Certified Information Privacy Professional U.S. 

Private-Sector (CIPP/US) from that organization. Tiffany 

also assists clients with significant security incidents during 

the response, investigation and remediation phases.

Prior to law school, Tiffany served as a Homeland Security 

Planner with the Kent County Sheriff’s Office. Additionally, 

Tiffany served as co-chair of the West Michigan Cyber 

Security Consortium.  Tiffany served active duty with the 

United States Marine Corps, where she specialized in 

tactical communications as a field radio operator.



icemiller.com

Today’s Agenda

1. Understand trend in emerging threats during 

Covid-19

2. Discuss mitigation tactics and strategies

3. Discuss Incident Response and collaborating 

with government agencies and third parties
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Covid-19 scams

Unprotected networks

Online learning applications and 

platforms

Remotely conducting school 

board/administrator business

Overview of Emerging Threats
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Emerging Threats
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Covid-19 Related Threats
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Covid-19 Related Threats

Source: https://www.ic3.gov/media/2020/200513.aspx
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18 U.S.C. § 1832 Theft of Trade Secrets
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Legal Response
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Legal Response 



icemiller.com

Fund Transfer Fraud
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Unintended Disclosures 
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Use a Virtual Private Network 

(VPN) to the extent possible

Improve personal network 

security

Use antivirus software

Install home firewall 

Install mufti-factor authentication

Mitigation: Working Remotely
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People, Policies, and Processes

Table Top Exercises, Penetration 

Testing

Education and Training

Mitigation: Phishing and BEC Attacks
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Implement technical safeguards:

Mitigation: Ransomware



icemiller.com

Mitigation: Fund Transfer Fraud

Assess vendor 

agreements for 

liability 
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Mitigation: Inadvertent Disclosure on 
iPhone
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Mitigation: Inadvertent Disclosure on 

iPhone
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Obtain cyber 

liability insurance

Mitigation: Cyber-risk Insurance
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Develop and 

implement an Incident 

Response Plan

Mitigation: Incident Response Plan
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Assist with execution of breach response plan

Identify legal and contractual obligations

Identify potential insurance coverage and notify insurers

Identify scope of the breach

Oversee forensic investigation into incident

Work with law enforcement

Prepare required notifications under applicable state, federal, and 

international laws

Incident Response: Lawyers

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwikgrDbxMXSAhWq8YMKHY51BdwQjRwIBw&url=http://www.blr.com/States&bvm=bv.148747831,d.amc&psig=AFQjCNGsp6obROO2oQo0y4WwgeDFE-Tq2g&ust=1489013791675826
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Incident Response: Law Enforcement
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Incident Response: Law Enforcement
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Incident Response: Law Enforcement
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How do we all work together?

Achieving Goals, 
Preserving Privilege,
Assisting Investigation

Lawyers

Regulators

Law Enforcement 
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Preserving Attorney-Client Privilege: Law Enforcement 

Collaboration

Cybersecurity Information Sharing Act of 2015 

(CISA)
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Protections Conferred for Sharing Under CISA

No waiver of privilege for shared material

Liability protection for sharing of cyber threat 

indicators

Exemption from state & federal disclosure laws

Exemption from state & federal regulatory use

Treatment of commercial, financial, and 

proprietary information 
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Retain Outside Counsel

Clearly distinguishes a legal purpose

Supports the argument that documents were 

produced in anticipation of litigation 



icemiller.com

Engage Third Parties

Outside counsel 

should engage 

cyber forensic 

company from 

the beginning
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Case Studies
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IN RE CAPITAL ONE CONSUMER DATA SECURITY BREACH

LITIGATION
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GENESCO, INC. V. VISA U.S.A., INC.
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IN RE TARGET CORP. CUSTOMER DATA
SECURITY BREACH LITIGATION



icemiller.comicemiller.com

BANNEKER VENTURES, LLC V. GRAHAM
(WASHINGTON METROPOLITAN AREA TRANSIT

AUTHORITY)
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IN RE EXPERIAN DATA BREACH LITIGATION
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Develop a dual-track investigation 

Have outside counsel engage and oversee third parties

Retain outside counsel 

Preserving Attorney-Client Privilege: Strategy for 
Data Breach Response
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Questions?

Stephen Reynolds, CIPP/US, CISSP

Partner, Ice Miller LLP

Stephen.Reynolds@icemiller.com

Tiffany Kim, CIPP/US

Associate, Ice Miller LLP

Tiffany.Kim@icemiller.com

mailto:Stephen.Reynolds@icemiller.com
mailto:Mason.Clark@icemiller.com


A Day in the Life

• Tyler Uffelman is a threat hunter at Allegion 
PLC in Carmel, Indiana. Previously, Tyler 
worked for an MSSP as a security analyst and 
as a contractor for the Department of 
Homeland Security. While working as a 
contractor at DHS, Tyler completed a Master's 
degree in Cyber Security.

• Tyler's accomplishments include earning 
Comptia CySA+ certification and published 
research by the IEEE related to IoT security.



A Day in the Life of a SOC Analyst

Tyler  Uffelman – Threat Hunter



Target Audience

• New/aspiring security analysts – particularly blue teamers

• People interested in security team operations



Bio – Tyler Uffelman

Threat hunter
Comptia CySA+ 

Certified

M.S. Cyber 
Security, 

published IoT 
researcher



What is an 
average day for 
a SOC analyst?

• Fun fact: no such thing exists

Every day is different and provides new 
challenges



Examples of SOC 
analyst tasks

• Investigate traffic from a source (network, endpoint 
protection, alert, etc)

• Research threat intelligence and other modern 
security news

• Create reports on trends, current activity, etc

• Remediate a compromised entity post-investigation

• Configure/fortify infrastructure (settings, rules, 
blocks, whitelists, etc)



Examples of 
SOC Tools



Examples of security 
tools

• SIEM

• Endpoint Protection

• Firewall

• DNS Filtering

• Alerting Platforms

• Threat Intelligence Platforms

• Vulnerability Management Platform

• Other (nmap, pcap analysis, malware analysis 
tools, etc)



Blue Team Mentality 

• Desire to work in evidence-based practices

• Strategizing reasonable defensive measures

• Life learner



Examples of Threat Detection















Thank you for 
attending!

Thoughts, questions, concerns?
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IMPORTANT! First things first…

• The World Health Organization states that over 800,000 people die every year due to 
suicide, and that suicide is the second leading cause of death in 15-29-year-olds.

• 5 percent of adults (18 or older) experience a mental illness in any one year

• In the United States, almost half of adults (46.4 percent) will experience a mental illness 
during their lifetime.

• In the United States, only 41 percent of the people who had a mental disorder in the past 
year received professional health care or other services.

• https://www.mentalhealthhackers.org/resources-and-links/

https://www.mentalhealthhackers.org/resources-and-links/
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A simple CTF challenge in Robby’s Memory.

qr fbir ygdblcg yafr erodkganc hbd oneqrde oe yb ygr zrcannanc bh ygr kbefbe.

oe qr kgoncrj pwonre qoayanc hbd yafr yb kbfr onj cby bhh ygae powr zwlr jby hbd o kbefak zwans bh
on rmr,

qr kolcgy o cwafper bh ebfryganc jrrprd / fbdr fronanchlw ygon oneqrde; pldr zrolym: glfonaym.

qgawr eyaww kopyaioyrj onj rnygdowwrj zm ygae jaekbirdm,

qr zoes an bld lybpao, ydmanc yb fosr ygance hoad onj rtlow,

eb ah qr qrdr yb jrpody onj cry zoks bn zbodj bld oadpwonr onj yafr hanowwm kofr yb cry le,

qr qblwj goir frfbdare zwaeehlw rnblcg yb woey le lnyaw bld nrvy oddaiow onj cair ygrf yb

ygr hlyldr, hbd ydlwm mbl snbq grd, zly ah nby, a oeeldr mbl, egr oweb goe o zrolyahlw eblw.

-dbzzm onjdrq qowwrnzrdc zdocc mbld hwoc ae drfrfzrdancwbeygoksrde

One way to get a free book.
Solve this and email me; efrancen@securitystudio.com. 

mailto:efrancen@securitystudio.com
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OK, down to business. This talk…

• Who’s this guy?

• What’s the mission?

• School Information Security
• Before COVID-19 (shootings

• During COVID-19

• After COVID-19

• Opportunities
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Who’s this guy?
Evan Francen, CEO & Founder of FRSecure and SecurityStudio

I do a lot of security stuff.

• Co-inventor of SecurityStudio® (or S²), S²Score, S²Org, S²Vendor, S²Team, and S²Me

• 25+ years of “practical” information security experience (started as a Cisco Engineer 
in the early 90s)

• Worked as CISO and vCISO for hundreds of companies.

• Developed the FRSecure Mentor Program
• Six students in 2010
• 500+ in 2019
• 2,500+ this year. 

• Advised legal counsel in very public breaches (Target, Blue Cross/Blue Shield, etc.)
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Who’s this guy?
Evan Francen, CEO & Founder of FRSecure and SecurityStudio

• I’m counter-culture.

• Crazy mission; to fix the broken information security industry.

• Wrote a book; UNSECURITY: Information Security Is Failing. Breaches Are Epidemic. 
How Can We Fix This Broken Industry?

• Co-host of the UNSECURITY Podcast (episode 97 this week).

• Co-host of the Secuity Sh*t Show with Chris Roberts and Ryan Cloutier.

• Tell the truth (always), simplify (everything), and serve (everyone.).

#MissionBeforeMoney
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Who’s this guy?

Evan Francen, CEO & Founder of FRSecure and SecurityStudio
• I’m counter-culture.

• Crazy mission; to fix the broken information security industry.

• Wrote a book; UNSECURITY: Information Security Is Failing. Breaches Are Epidemic. 
How Can We Fix This Broken Industry?

• Co-host of the UNSECURITY Podcast (episode 97 this week).

• Co-host of the Secuity Sh*t Show with Chris Roberts and Ryan Cloutier.

• Tell the truth (always), simplify (everything), and serve (everyone.).

#MissionBeforeMoney

Russian 
friend

Chinese 
friend
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What’s the mission?
To fix the broken information security industry.

This starts with serving the underserved:
• State/local government
• Education – HigherEd and K12
• Small to mid-sized businesses
• People (personally)

People take shortcuts – So, we need to focus on fundamentals.

We speak different languages – So, we need to translate.

People are confused – So, we need to simplify.

The money grabbers are active – So, we need to be inexpensive.

Complexity is the 
worst enemy.

Educators are 
overwhelmed right now.

Start here.
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What’s the mission?

To fix the broken information security industry.

Money Grabbers

Everyday people
Information 

Security 
FUNDAMENTALS

SIMPLIFY TRANSLATE
Administrators

Kids

Parents

Teachers
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What’s the mission?

We need to focus on fundamentals

Fundamental #1 - What is information security?

Information security is managing risk to unauthorized disclosure, alteration, 
and/or destruction of information using administrative, physical, and technical 

controls. 

Cannot be separated from privacy.

Cannot be separated from SAFETY!

Privacy is protection from unauthorized 
disclosure of PII.

A lack of information security can be 
used to physically hurt you and others.

It’s NOT an IT issue!
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What’s the mission?

We need to focus on fundamentals

Fundamental #1 - What is information security?

Information security is managing risk to unauthorized disclosure, alteration, 
and/or destruction of information using administrative, physical, and technical 

controls. 

It’s NOT an IT issue!

Cannot be separated from privacy.

Cannot be separated from SAFETY!

Privacy is protection from unauthorized 
disclosure of PII.

A lack of information security can be 
used to physically hurt you and others.

Shortcutting fundamentals is 
ineffective and DANGEROUS!



Safe Schools/School Security

What’s the mission?

We need to focus on fundamentals

What is information security?

Fundamental #2 – What is “managing risk”?

Information security is managing risk to unauthorized disclosure, alteration, 
and/or destruction of information using administrative, physical, and technical 

controls. 

You CANNOT manage risk without 
assessing it first.

Derived from threats and vulnerabilities.

The likelihood of something bad happening, and the impact if it did.
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What’s the mission?

To fix the broken information security industry.

Money Grabbers

Everyday people
Information 

Security 
FUNDAMENTALS

SIMPLIFY TRANSLATE
Administrators

Kids

Parents

Teachers
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What’s the mission?

We need to focus on fundamentals

What is information security?

Fundamental #2 – What is “managing risk”?

Information security is managing risk to unauthorized disclosure, alteration, 
and/or destruction of information using administrative, physical, and technical 

controls. 

You CANNOT manage risk without 
assessing it first.

Derived from threats and vulnerabilities.

The likelihood of something bad happening, and the impact if it did.

SIMPLIFYA simple risk 
assessment that 

covers this

And this
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What’s the mission?

We need to focus on fundamentals

What is information security?

Fundamental #2 – What is “managing risk”?

Information security is managing risk to unauthorized disclosure, alteration, 
and/or destruction of information using administrative, physical, and technical 

controls. 

You CANNOT manage risk without 
assessing it first.

Derived from threats and vulnerabilities.

The likelihood of something bad happening, and the impact if it did.

SIMPLIFYA simple risk 
assessment that 

covers this

And this

Managing risk also means you must be 
able to make risk decisions.
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What’s the mission?

We need to focus on fundamentals

What is information security?

Fundamental #2 – What is “managing risk”?

Information security is managing risk to unauthorized disclosure, alteration, 
and/or destruction of information using administrative, physical, and technical 

controls. 

You CANNOT manage risk without 
assessing it first.

Derived from threats and vulnerabilities.

The likelihood of something bad happening, and the impact if it did.

SIMPLIFYA simple risk 
assessment that 

covers this

And this

And be able to measure results. Before 
starting the process again.
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What’s the mission?

Simplify the fundamentals.

A simple information security risk assessment that covers:
• Confidentiality, Integrity, and Availability. (opposite being disclosure, alteration, and 

destruction).

• Administrative, physical, and technical controls.

And enables:
• Risk decision making; accept, mitigate, transfer, or avoid.

• Measurement; you can’t manage what you can’t measure.

SIMPLIFY

What makes a risk 
assessment simple?

Language that’s easy to 
understand

Objectivity
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What’s the mission?

To fix the broken information security industry.

Money Grabbers

Everyday people
Information 

Security 
FUNDAMENTALS

SIMPLIFY TRANSLATE
Administrators

Kids

Parents

Teachers
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What’s the mission?

Translate the fundamentals

Information security people speak a different language. You knew this right?

Understand the audience for your information security risk assessment and the 
results.

Translation must be good enough for people to make sound risk decisions. By 
people, I mean those who are responsible for the decisions.

• At school it’s the school board and Superintendent.

• In business it’s the board of directors and CEO.

• In cities it’s the city council and Mayor.

TRANSLATE

How do they speak?
The assessment must 

translate into their language.
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What’s the mission?

Translate the fundamentals

Why not use something they already understand?

TRANSLATE

One thing information security people, 
school boards, Superintendents, boards 

of directors, CEOs, City Council members, 
and Mayors all understand (mostly) is the 

scale of 300 – 850.
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What’s the mission?

To fix the broken information security industry.

Money Grabbers
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What’s the mission?

Information security risk assessments that:

• Account for our full definition of information security.

• Are simple and easy to understand.

• Enable sound risk decision making.

• Is objective and measurable.

• Translates into other people’s languages.

Money Grabbers

Is inexpensive (or free); affordable for everyone, 
leaving more $$$ for fixing problems.
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School Information Security (Before COVID-19)
• Information security, or “cybersecurity” as they call it (they’re different things) was 

informally accounted for, if it was accounted for at all.

• Primary focuses for K-12 were:
• Safety
• Privacy
• Keeping kids from hacking the school

• Schools were starting to wake up to the need and some were planning to do more.

• There was no single information security language 
(assessment/methodology/metric) spoken universally.

• Schools were targeted, but attacks were not widespread or publicly disclosed much. 
(even though attacks tripled in 2019). 
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School Information Security (Before COVID-19)

Things were fairly simple 
though.
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School Information Security (During COVID-19)
• Schools are distracted and “just trying to make things work”

• Most plans and strategies are on hold indefinitely.

• Primary focuses for K-12 are:
• Getting kids connected to remote learning.
• Finding and supporting remote technologies.
• Communications and political correctness.
• Supplying kids and homes with systems/technologies.
• Keeping kids, teachers, and administrators socially distanced.

• Information security (or “cybersecurity”) is a concern still, but there are too many 
competing priorities and so many things have changed in a short period.

• There is still no single information security language (assessment/methodology/metric) 
spoken universally.

• Schools are more frequently targeted, attacks are widespread and are publicly disclosed. 
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School Information Security (During COVID-19)

• In a word, information security in schools is chaos.
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School Information Security (During COVID-19)

• In a word, information security in schools is chaos.

WHY?



Safe Schools/School Security

School Information Security (During COVID-19)

• Schools were already soft targets, but they got softer.

• They were (and are) soft targets because they still lack the fundamentals.

• Instead of one network or a few networks to protect, there are potentially 
hundreds or thousands of networks to protect.

• Educators, parents, and kids have never been more distracted.

• Communications that used to be face-to-face are now virtual and remote.

• People are pushed into unfamiliar roles without preparation.
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School Information Security (Before COVID-19)

This, sort of went to…
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School Information Security (During COVID-19)
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School Information Security (During COVID-19)

How do you solve the problem?

#1 – The fundamentals.

#2 – Roles and responsibilities.

#3 – Educate (differently).

#4 – Leverage your strengths.

#5 – Measure stuff and keep improving.

I’ll show you what I 
mean.
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School Information Security (During COVID-19)
An example, NOT to sell you anything. 

Build your own if you want.

S²Me
(Personal Risk Management Tool)

S²Me
(Personal Risk Management Tool)

S²Me
(Personal Risk Management Tool)

S²Me
(Personal Risk Management Tool)

S²Me
(Personal Risk Management Tool)

Information security @ home

S²Team
(Personnel Risk Management Portal)

S²School
(School Risk Assessment/Management)

Information security @ school

How do you solve the problem?
#1 – The fundamentals.
#2 – Roles and responsibilities.
#3 – Educate (differently).
#4 – Leverage your strengths.
#5 – Measure stuff and keep improving.
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School Information Security (After COVID-19)

• Things will never be the same.

• Use this opportunity to reach out to the community and make a difference!
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THANK YOU!

#MissionBeforeMoney
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ME: Evan Francen, CEO & Founder of FRSecure and SecurityStudio

Twitter:
• @evanfrancen

• @UnsecurityP

• @security_shit

UNSECURITY Podcast: https://frsecure.com/podcast/

Security Sh*t Show:
• Web/Blog - https://securityshitshow.com

• YouTube (LIVE Thursday nights) - https://www.youtube.com/c/SecurityShitShow

SecurityStudio: https://securitystudio.com

https://frsecure.com/podcast/
https://securityshitshow.com/
https://www.youtube.com/c/SecurityShitShow
https://securitystudio.com/


Top 5 Security Challenges Organizations 
Are Facing Today 

Presented by: Kyle Johnson, CISSP

Director, Security Operations and Risk Management



1. Employee 
Awareness 
Training



Importance of Training Employees

▪ Email-based cyber threats 
remain #1
▪ 91% of cyber attacks

▪ Attacks can happen with just 
1 click

▪ Average cost of an attack to 
an organization is over $2 
million

▪ Employees are your first line 
of defense



LaPorte County: 
$130,000 paid to 
hackers due to 
ransomware attack

Pike Township: Hit 
with malware attack 
in June 2019

Indiana Pacers: 
Phishing attack 
in 2018 let 
hackers access 
personal info 

Hancock 
Health: $55,000 
paid to hackers 
due to 
ransomware 
attack



Solutions

• (at least) yearly training
• Ongoing phishing campaigns
• In-person training seminars

Implement a formal security awareness program

• Make sure they know where to send suspected phishing emails

Provide employees with proper tools for reporting



2. Asset 
Detection and 
Protection



Know What Is On Your Network

You can’t protect what you 
can’t see

Do you have a solution in 
place to alert you when a 
new device comes on the 

network?
Out-of-compliance alerts for 

registered devices?

Are there ongoing scans of 
the environment to 
identify assets and 

vulnerabilities?
Policies and procedures?



Vulnerability Management

Patch, patch, patch!

Have a monthly patching routine for the 
organization

Have an out-of-band patching procedure 
(emergency patches)

Prioritize assets and 
vulnerabilities

Set a policy for when vulnerabilities need to be 
remediated



3. Incident 
Response 
Planning



Cyber 
Incident 
Response 
Plan 6 steps of an incident response plan

Preparation Identification Containment Eradication Recovery
Lessons 
Learned

“An incident response plan is a set of 
instructions to help IT and/or security 

staff detect, respond to, and recover 
from network security incidents.”



Preparation

• Is there sufficient documentation for the 
organization?
• Policies and procedures

• Network diagrams

• Playbooks for responding to incidents

• Identify stakeholders

• Are there adequate (and multiple) 
backups of your data?
• How often?

• Off-site?

• Have you tested them?



Identification

• Do you know what to look for and alert 
on?
• Define an incident vs. event

• Do you have a SIEM in place to monitor the 
environment?
• If not, what else is in place to watch for 

anomalies?

• Is there 24/7 monitoring?

• Is staff trained on security to have the 
expertise to identify and remediate 
threats?



Containment

• Stop the threat

• Short term containment
• Respond quickly to stop the spread and 

damage to systems

• Long term containment
• Clean and restore machines back to full 

production



Eradication

• Process of restoring machines back to 
production
• Reimage machines

• Scan environment with an endpoint security 
agent

• Remove any malicious virus and improve 
defenses



Recovery

• Determine how to bring all systems back 
online

• How will you determine whether the 
machines are actually clean of any 
infection?



Lessons 
Learned

• Meet with stakeholders to identify the 
good, bad, and the ugly of the incident

• Review procedures, playbooks, and other 
documentation for effectiveness



4. Data 
Classification 
and Protection



Data Classification and Protection

• Do you know where all of your data, especially sensitive data, is located?

• Create an organizational policy for how data will be handled

• Types of data, classification levels, where it can be stored, etc.

• Restrict access to removable media

• Can be done thru group policy and/or DLP solutions

• Limit and monitor access to cloud storage solutions

• Personal Dropbox, personal email, etc.



Data Protection: 
Access Control

Review users’ access in the 
entire environment

Do users have too 
much access for 
their role?

Take the time 
to get granular 
when granting 
access

Are there shared accounts in 
the environment?



5. Compliance 
Challenges



Compliance Challenges

• Checkbox security is not security!

• Example: SIEM solution is in place but not alerting

• Many compliance regulations are extremely vague

• Cost associated with implementing many of the security 
requirements can be too much for an organization

• Conduct regular risk and controls assessments to 
identify gaps and prioritize remediation steps in a clear 
and concise roadmap



Kyle Johnson, CISSP
kjohnson@qumulussolutions.com
260-343-1606

Qumulus Solutions provides organizations with 
access to the people, expertise, and technology 
needed to assist them with developing and 
reviewing their information security programs.
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